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nEﬁ Name Server Setup

Goals of DENIC's Name Server Setup
e Diversity of locations
e Diversity in technology (hardware/software)
e High stability, security and availability
Reliability, security and authenticity of the information
Support of scalability and extensibility through the setup
Support of IPV6

Support of ,Best Current Practices for Root Name
Servers" (RFC2870)
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DE“ Name Server Locations (NSLs)

11 name server Setups all over the world

5 Unicast Setups in Frankfurt (DE), Stuttgart (DE), Santa
Clara (US), Amsterdam (NL), London (UK)

e 1 Anycast Setupt with Locations in
Berlin (DE), Frankfurt (DE), Vienna
(AT), Stockholm (SE), Tokyo (JP),
Elmsford (US)

3 new locations until the end of 2006:
Seoul (KR) -> active

Miami (US) -> active

Sao Paolo (BR) -> nearly active
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nEﬁ Name Server Setup

DENIC's Name Server Setup

Redundant management server in the registry server locations
(RSL)

Administrative access to the NSL only over secured network
layer

Each NSL consists of one management server and at least three
DNS server

Identical hard- and software configuration within a NSL
Diversity of hard- and software platform between different NSLs
Diversity of the hosting and Internet provider

8 reloads a day
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nEﬁ Name Server Setup

DENIC's Name Server Setup
e Zone file distribution incremental, secured, centrally controlled
e Alternative DNS-Software available on all servers

e Recent version of the zone files at least of a day are available to
do rollback

Load on each server has to be maximum 5% of the possible load
to provide enough reserves
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DE“ Nameserver Setup

The NSLs operate at least three identical name servers per location.
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(Anycast Setup)

Extensive Redundancy / High Availability

e Intra-location equivalence: equal HW and SW setup of
the name servers within a location (several types of
HW, SW & operating systems)

e Inter-location diversity: different HW, SW and operating
systems are active across locations

Excess Capacity
e Switches at <1% of forwarding capacity and system
load

e Processing reserve on all components

Advanced Security
e Out-of-band management only; Intensive logging

e Separate management interfaces on every component
(heavily filtered)

e No management network access on any other
interfaces

e Shut down of unused switch ports in "dead" VLAN
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nEﬁ Nameserver Setup
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DE“ Name Server Setup - Management

NSL - Out-of-Band (OoB) - Management

Internet

Primary RSL : ' Secondary RS

S o N

WPN-Geleway

Central NSL
Management
Sarver

RSL OoB-Management Network :  RSL OoB-Management Network

VPN-Galeway

Cantral NSL
Maragement
Sarver
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DE“ Status (Zonefile) 06.12.2006

Domains: 10.326.432 (incl. 330.773 IDN-Domains)
Average 3.000 new domains each day

Zone entries: 21.840.312

Zonefile size: ~ 800 MB

Used memory: ~ 2,5 GB (bind)
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" 0Q Monitoring

DNS Monitoring
e 24/7 automatic monitoring of key indicators
e Longtime capacity observation
e Consistent checks of the zones before delivery
Authentication of the zones after delivery
Integrated alarm system

External, neutral monitoring by RIPE NCC
(dnsmon.ripe.net)
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" 0Q Monitoring

Status of external Services
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Monitoring - 24 Hour
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0.0 1400 g 0z 00 0g: 0o 0z 00
B dns-de1  Max: : . : O dns-de2 : 293k : 201,
O duns-de3  Max: : . ; B dns-des : 411k, r 200,
O dus-jp1  Max: ; : : B dns-se1 : 3k : 1%,
B dns-uk1  Max: : . : B dns-ati : 16k : E.
O dns-n11  Max: ' . ' B dns-us2 : 293k, : 236,
W dns-us1  MAx: : . : W dns-ussz : 2ak, ! EE,
O dns-kr1  Max: : . : B dns-br1 : ok, : o,

Qg 12, 2008 13 280 38
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DEI\@ Monitoring: Load dns-us?2

Nameserverauslastung dns—de3
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Monitoring: Longtime Capacity (3 Year Stat)

4341130 T40l 4 T00nlddd

0.0 2003 Tan 2004 Jul Tan 2005 Jul 2005 Tan 2008 Tul 2008

B dns-de1 : Sozk AV 106, 07k MIN: O dns-dez : 212k AYG: 35, MIN:
O dns—dez Max: 249k, AV 33, 43k MIN: W dns-ded ; 205k, AV 43, MIN:
O dns—jp1  HAX: 18k AYG: 4, 47k MIN: B dns-se1 ' 163k AYG: 132, MIN:
B dns-uk1  Max: 204k, AV 41, GEk MIN: B dns-ati : 238k AYG: g, MIN:
O dns-n11  Hax: 202k AV 43, 73k MIN: B dns-usz : 244k, AYG: 53, MIN:
Bl dns-us1  Max: 36k avG: 3,18k MIN: W dns-usz : EEk. AYa: 4, MIN:
O dns-kr1  Max: 17k AYG: 1.13k MIN: B dns-br : k. AYG: 0. MIN:
W oldsetup MAX: E1 3k AYG: 224, 42k MIN:

0E, 12, 2006 1213429
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DE“ Monitoring Zonefile Distribution...

5N Server/erwartet ” AA-Flag ” Letzte Aktion ” Statuz ”

Statuzinderung um

Aktiviere Zone auf DNS-Server 20,0205 10:37:26

gue | Eelfwftkeine Aktion L SUCCESS | 20.02.05 10:45:35

falze  Warte auf gestarteten DNS-Server START 20.02.05 10:45:49

tue  Aktivierung: Ermitteln der Seriemnummer  SUCCESS  20.01.0510:37:26

e i T mesvE T Aktiviers Zone auf DNS-Server 20.02.05 10:35:29
Ervlidnanded | 2005023048 e s e Reeine Aleion T SUCCESS T 20,0205 10:42:47
emldnsde2 12008022042  false  Warte auf gestarteten DNS-Server START 20.02.05 10:43:24
amddnsde?  2005022029/2008022042  we  Aktivierung: Ermitteln der Serienmummer  SUCCESS  I0.02.08 10:3&29

e ey I mesvE T Aktiviers Zone auf DNS-Server 20.02.05 10:36:53
Ervlidna-ded | 20085023048 e Es e Reeime Aletion T SUCCESS T 20,0205 10:46:34
emldnsded 12008022042  false = Warte auf gestarteten DNS-Server START 20.02.05 10:46:45
emd.dns-de3  2005022029/2008022042  wwe  Aktivierung: Ermitteln der Seriennummer  SUCCESS  20.02.0510:36:53

20.02.05 10:40:12

anldnsded 12008022042 false  Warte auf gestarteten DNS-Server 20.02.05 10:44:13
anddnsded  20050220292008022042  mwe  Aktivierung: Ermitteln der Seriennummer  SUCCESS  20.02.08 10:40:12

e e EeEE T Aktiviers Zone auf DNS-Server 20.02.05 10:42:02
ervldnsatl  [12008022042  false  Warte auf gestarteten DNS-Server START 20.02.05 10:42:14
amldnsal  20050220292008022042  we  Aktivierung: Ermitteln der Serienmummer  SUCCESS  I0.02.08 10:41:02
erddns-atl  2005022029/2008022042  wwe  Aktivierung: Ermitteln der Seriennummer  SUCCESS  20.02.05 10:42:03

A ool metive ] Aktiviere Zone auf DNS-Server 20.02.05 10:40:24
avldnspl  200s022042 eme  EsldwkkemeAkdion | [SUCCESS | 20.02.0510:44:19
el 2008022042 w0 Warke auf gestarteten DNS-Server 20.02.05 10:44:46
avddns-jpl  200802202912005022042  twe  Aktivierung: Ermitteln der Serienmummer  SUCCESS 200205 10:40:28

Bl et B Aktiviers Zone auf DNS-Server 20.02.05 10:38:54
emldnsmll (12008022042 false  Warte auf gestarteten DNS-Server START 20.02.05 10:39:05
amldnsnll  2005022029/2008022042 e Aktivierung: Ermitteln der Serienmummer  SUCCESS  I0.02.05 10:38:58
emddnsmll  2005022029/2008022042  wwe  Aktivierun: Ermitteln der Seriennummer  SUCCESS  20.02.05 10:38:53

e et aihata I B Aktiviers Zone auf DNS-Server 20.02.05 10:38:59
ervldns=el 12008022042  false  Warte auf gestarteten DNS-Server START 20.02.05 10:39:12
amldnszel  2005022029/2008022042  we  Aktivieruns: Ermitteln der Serienmummer  SUCCESS  I0.02.05 10:38:89
emddnssel  2005022029/2008022042  wuwe  Aktivierun: Ermitteln der Seriennummer  SUCCESS  20.02.05 10:38:59

S Clomdon) | metive ] Aktiviere Zone auf DNS-Server 20.02.05 10:38:53
avldnsukl 1200802042 false  Warte auf gestarteten DNS-Server 20.02.05 10:39:03
anldnsukl  20080220292008022042  @me  Aktivierung: Ermitteln der Serienmummer  SUCCESS 200208 10:38:53
anddnsukl  200802202912005022042  twe  Aktivierung: Ermitteln der Serienmummer  SUCCESS 200205 10:38:53

el fetmaond) | medive ] Aktiviere Zone auf DNS-Server 20.02.05 10:37:49
avldnsusl  200s022042  eme  EsldufkemeAkfon  |SUCCESS 200205 10:41:56
anldnsusl  200s022042 (eme  EsluhkemeAkdon | [SUCCESS 20020 10:45:52
enddnsusl 12005022042 false  Warte aufgestarteten DNS-Server START 20.02.05 10:46:16
m=3 (eameaclana) T mesive ] Aktiviere Zone auf DNS-Server 20.02.05 10:37:53
amldnsus2 200s022042 (eme  EslfufkeimeAkdon | [SUCCESS 200208 10:45:20
anldnsus2 12008022042 fal.e  Warte auf gestarteten DNS-Server START 20.02.05 10:46:00
avddnsus2  200802202912005022042  trwe  Aktivierung: Ermitteln der Serienmummer  SUCCESS 200205 10:37:58
ey enive T e e eeime Alkerion T 14.02.08 1305655
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20.02.05 10:46:43
20,0205 10:46:43
20.02.05 10:46:43
20.02.05 10:46:43

20.02.05 10:47:01
20.02.05 10:47:01
20.02.05 10:47:01
20.02.05 10:47:01

20.02.05 10:47:12
20.02.05 10:47:11
20.02.05 10:47:12
20.02.05 10:47:12

20.02.05 10:47:29
20.02.05 10:47:29
20.02.05 10:47:29
20.02.05 10:47:19

20,0205 10:46:33
20.02.05 10:46:33
20.02.05 10:46:33
20.02.05 10:46:33

20.02.05 10:47:39
20.02.05 10:47:39
20.02.05 10:47:39
20.02.05 10:47:39

20.02.05 10:47:21
20.02.05 10:47:21
20.02.05 10:47:12
20.02.05 10:47:22

20.02.05 10:47:49
20.02.05 10:47:49
20.02.05 10:47:49
20.02.05 10:47:49

20.02.05 10:46:52
20.02.05 10:46:52
20.02.05 10:46:52
20.02.05 10:46:52

20.02.05 10:47:41
20.02.05 10:47:41
20.02.05 10:47:41
20.02.05 10:47:41

20.02.05 10:47:11
20.02.05 10:47:11
20.02.05 10:47:11
20.02.05 10:47:11

14.02.05 15:15:29
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DNS: External Monitoring (dnsmon.ripe.net)

Unanswered Queries for Domain 'de’ from 65 Probes (AVERAGE) [28.10.2006 00:00 - 26.11.2006 23:59 UTC]
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Thank you for your attention!

Any questions?
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